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Module A -Fundamentals &
Forecasting Cyber Incidents

Module's Objectives

General Intro to network security

Generalintroto physical security

General Intro to Cyber security

Intro to CISO and relevant stakeholders

Types of attacks

Vulnerability assessment

Intelligence sources

Cyber Risk Management (essential assets

Case Study #1 -

hlights

Some Background :
The Board of Directors at an international financial services
organization, headquartered in London with offices in
financial centers throughout the world, including Paris, New
York and Hong Kong, were considering a confidential merger

offer.

0On a Friday afternoon, before a three-day weekend, the CIO
received a ransom email from an unknown source stating they
knew about the merger plans and had personal details of
150,000 customers. A sample of personal details for 500
customers was included in the ransom email as "proof”. Unless
asignificant ransom was paid in Bitcoin they would leak the
merger plans and sell the customer information

First Respond:

The first step was to validate the threat. We found a discussion
on a hacker site in the dark-net that revealed personal
information of 150,000 account holders of our client was
available for sale, with the same 500 customers' details
provided as a "sample”.

Reporting:

We considered the need to notify the data subjects whose
data had been compromised. The data involved was the
customers' names, physical home addresses, e-mail address,
home phone number and dates of birth. This data is of
extremely high utility to hackers: the opportunity for identity
theft or social engineering based attacks was significant. This
risk could be reduced by informing the data subjects and so it
was agreed that the data subjects should be notified and
given practical guidance on how to reduce the risk of identity

fraud.




1231.3944.01 – Cyber for Managers
Summer Semester – 2018/19
This course is given in English
	Section
	Day
	Hour
	Exam date
	Lecturer
	Email
	Tel

	01
	*
	15:45-20:45
	As posted on the list of exams
	Dr. Nimrod Kozlovski
	nimrod.kozlovski@gmail.com
	


*   the course will take place daily on from Monday To Thursday on
12.8.19

13.8.19

14.8.19

15.8.19

Teaching Assistant (TA): TBA
	Course Units


1 course unit = 4 ECTS units
The ECTS (European Credit Transfer and Accumulation System) is a framework defined by the European Commission to allow for unified recognition of student academic achievements from different countries.

	Course Description


1. This course aims to provide executive leadership with a high-level overview of various aspects of Cybersecurity in the context of current threats and characteristics of the cyber domain. 

2. Through lecture, demonstrations, and group discussion, the attendance will gain a foundational perspective on the challenges of designing a cybersecurity program, implementing secure systems, and other factors needed for a comprehensive cybersecurity solution.

3. The course will allow to the attendance to integrate core fundamentals of cyber security into business cases, and test cyber incidents from a different aspect. Today's business environment force executive to address data security and cyber issues on a daily bases, while gaining basic understanding one can improve his management skills though independent thinking process without relying on his CTO. 

4. Each of the training days will contain two of the following elements:

a. Intro to the subject – the first part of the day allows the attendance to be familiar with key elements of each topic, understand the general framework and get. 

b. Business case and simulation analysis – While analyzing and working on real life events, the attendee will apply the knowledge they gained in the first part of the day. The analysis will focus on the elements, such as, but not limited to; understanding the attacker kill chain, management of the in house response team, handle with relevant outsource parties, applying the organizational business recovery plan, using the right technological tools and more. 

c. Lesson learnt 

	Course Objectives


Upon completion of the course, the student will be able to:

1. Understand cyber risks from management perspective 
2. Analyze cyber readiness and cyber incident response action
3. Understand cyber operation from corporate perspective 
4. Realize the evolving cyber regulation 
	Evaluation of Student and Composition of Grade 


	Percentage
	Assignment
	Date
	Group Size/Comments

	100%
	Final Exam
	
	


* According to University regulations, participation in all classes of a course is mandatory (Article 5).

* Students who absent themselves from classes or do not actively participate in class may be removed from the course at the discretion of the lecturer. (Students remain financially liable for the course even if they are removed.)

	Grading Policy


In the 2008/9 academic year the Faculty instituted a grading policy for all graduate level courses that aims to maintain a certain level of the final course grade.  Accordingly, this policy will be applied to this course's final grades. 
Additional information regarding this policy can be found on the Faculty website. 

https://coller.tau.ac.il/MBA-students/programs/2018-19/MBA/regulations/exams
	Evaluation of the Course by Student


Following completion of the course students will participate in a teaching survey to evaluate the instructor and the course, to provide feedback for the benefit of the students, the teachers and the university.

	Course Site (Moodle)



The course site will be the primary tool to communicate messages and material to students.  You should check the course site regularly for information on classes, assignments and exams, at the end of the course as well.
Course material will be available on the course site.
Please note that topics that are not covered in the course material but are discussed in class are considered integral to the course and may be tested in examinations.
	Course Outline*


High level Timeline:         

	Day 
	Day 1
	Day 2
	Day 3
	Day 4

	First session
	General Intro to network 
	The cyber kill chain
	Strategic  planning and policy 
	Post incident  - second response  

	
	General intro to  physical security 
	Intro to SOC  
	Security program management (Method) 
	Exposure management 

	
	General Intro to Cyber security 
	Intro to Incident response team
	Security training 
	Design recovery plan 

	
	Intro to CISO and relevant stakeholders 
	Third parties and clients – first response 
	Organizational awareness (kind of prevention)
	Recovery plan execution

	Second Session
	Types of attacks 
	Incident response + Investigation fundamentals  
	Data – fundamentals 
	Privacy regulations 

	
	Vulnerability assessment  
	Digital forensic methods  
	Managing of databases 
	Legal obligations

	çç
	Intelligence sources 
	Forensic tools + reverse engineers  
	Data Breach  - identification and handling 
	Insurance and cyber insurance

	
	Cyber Risk Management (essential assets
	Prevention methods as Penetration testing 
	Cloud services – risks and breaches 
	

	Third session
	Case study and Simulation 
	Case study and Simulation
	Case study and Simulation
	Case study and Simulation

	
	Lessons learnt 
	Lessons learnt
	Lessons learnt
	Lessons learnt
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Module C - Post Incident:
From Digital to legal

Module's Objectives

« Postincident - second response
« Exposure management
« Design recovery plan

« Recovery plan execution

Privacy Issues

Legal obligations

Insurance and cyber insurance

Case Study #3 - Highlights

0On Sept. 7, 2017, Equifax revealed that months-long illegitimate
access to its credit-report databases had led to the breach of
personally identifiable information of over 143 million people,
nearly allin the U.S. The total number grew through March 2018
to over 148 million affected. The company waited six weeks to

disclose the breach.

Records varyingly included credit-card, driver's license, and
Social Security numbers, date of birth, phone numbers, and
email addresses. A single Internet-facing web server with out-
of-date software led to the breach, which went undetected
for 76 days. Attackers made 9,000 queries that were
unnoticed due to a failure to keep a network-data inspection
system up to date. It hadn’t worked for 10 months before
staff noticed. And attackers accessed a database that
contained unencrypted credentials that they used to access

other internal databases.

The Internal Revenue Service (IRS), Social Security
Administration (SSA), and U.S. Postal Service (USPS)—three
of the major federal customer agencies that use Equifax's
identity verification services—conducted assessments of the
company's security controls, which identified a number of
lower-level technical concerns that Equifax was directed to

address.

The Department of Homeland Security offered assistance in
responding to the breach; however, Equifax reportedly
declined the assistance because it had already retained
professional services from an external cybersecurity

consultant.
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Module D - Building Resilience
& Data Management

ePHI of almost 79 million individuals, including names, social
security numbers, medical identification numbers, addresses,

dates of birth, email addresses, and employment information.

Module's Objectives

After filing their breach report, Anthem discovered cyber-

Strategic pl: d poli
rategic planning and poflcy attackers had infiltrated their system through spear phishing

Security program management (Method|
Y preg 9 ( ) eemails sent to an Anthem subsidiary after at least one

Security trainin,
Y 9 employee responded to the malicious email and opened the

Organizational awareness (kind of prevention)
9 { Ly ) door to further attacks. Anthem, Inc. has agreed to pay $16

Data - fundamentals
million to the U.S. Department of Health and Human Services,

M i f datab:
SIRGTG SR Office for Civil Rights (OCR) and take substantial corrective

Data Breach - identification and handling y N
action to settle potential violations of the Health Insurance

o rvices - risks and breach
Sloudssrvices - icks and reachcs Portability and Accountability Act (HIPPA).

Case Study #4 - Highlights

The impermissible disclosure of ePHI, OCR's investi
revealed that Anthem failed to conduct an enterprise-wide

OniMarchi13;2016, Anthem filsd a bresch report with the HHS risk analysis, had insufficient procedures to regularly review

Office for Civil Rights detailing that, on January 29, 2015, they i1 matjon system activiy,faled to identify and respond to

discovered cyber-attackers had gained access to their IT system
via an undetected continuous and targeted cyberattack for the
apparent purpose of extracting data, otherwise known as an
advanced persistent threat attack.

suspected or known security incidents, and failed to
implement adequate minimum access controls to prevent
the cyber-attackers from accessing sensitive ePHI, beginning

as early as February 18, 2014.
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Module B- Respond &

Investigate

Module's Objectives

The cyber kill chain

Intro to SOC

Intro to Incident response team

Third parties and clients - first response
Incident response + Investigation fundamentals
Digital forensic methods

Forensic tools + reverse engineers

Prevention methods as Penetration testing
Case Study #2 - Highlights

Shamoon, also known as Disttrack, is a modular computer virus
discovered by Seculert in 2012, targeting recent NT kernel-based
versions of Microsoft Windows. The virus has been used for cyber
espionage in the energy sector. Symantec, Kaspersky Lab, and
Seculert announced its discovery on 16 August 2012. Similarities
have been highlighted by Kaspersky Lab and Seculert between

Shamoon and other malware [W1].

The Shamoon attack although inflicted on a Saudi Corporation,
itis being discussed here as a cyber-warfare case due to its
signature of a state sponsored attack. Saudi Aramco is state
owned and the attack erased data on three-quarters of its
corporate PCs - documents, spreadsheets, e-mails, files -
replacing all of it with an image of a burning American flag.

victims of identity fraud.

Shamoon uses a number of components to infect computers.
The first component is a dropper, which creates a service with
the name ‘NtsSrv’ to remain persistent on the infected
computer. It spreads across a local network by copying itself on
to other computers and will drop additional components to
infected computers. The dropper comes in 32-bit and 64-bit
versions. If the 32-bit dropper detects a 64-bit architecture, it

will drop the 64-bit version.

The second component is the wiper, which drops a third
component, known as the Eldos driver. This enables access to
the hard disk directly from user-mode without the need of
‘Windows APIs. The wiper uses the Eldos driver to overwrite the

hard disk with the aforementioned photos of the Syrian boy.
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Module E - The Business
Perspective

Module's Objectives

Negotiation with hackers
+ Impact on shareholders' value

Impact on CEO - Board relations
« Impact on marketing activity
« Data - fundamentals

Managing of databases

Data Breach - identification and handling
« Cloud services - risks and breaches

Case Study #5 - Highlights

Over 100 million individuals were exposed in the cyber attack on
Target. Target reported that the information compromised in the
attack included mailing addresses, names, email address, phone
numbers, and credit and debit card account data. According to
the retailer, not all records compromised contained all those types
of data; They stole the most valuable data to these cyber hackers
was credit and debt account numbers.

J i
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Law-enforcement officials also noted that names, phone
numbers, and email addresses were stolen too; this added
information provided cyber criminals with the information
required to hack other consumer accounts or launch phishing
schemes. Further, the credit card data breached in the attack
included account numbers, CVV security codes, and expiration
dates.

Attackers first penetrated into the Target network with
compromised credentials from Fazio Mechanical. Then they
probed the Target network and pinpointed weak points to
exploit. Some vulnerabilities were used to gain access to the
sensitive data, and others were used to build the bridge
transferring data out of Target. Due to the weak
segmentation between non-sensitive and sensitive networks

inside Target, the attackers accessed the point of sale networks.

Target has advised everyone who shopped at their stores
during the two-and-a-half week period when the attack
happened to monitor their bank accounts closely, even though
the company says they've resolved the issue that led to the
breach. According to Javelin Strategy and Research, about
one-fourth of people who receive letters informing them of a
potential breach of their financial data end up becoming

victims of identity fraud.






