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Autonomous Cars

Self-driving vehicles that combine a variety of sensors to perceive their surroundings and
is capable of sensing its environment and moving safely with little or no human input.

Backup

A copy of computer data that is taken and stored elsewhere so that it may be used to
recover and restore the original data after a data loss event (typically, from deletion or
corruption).

Big Data

A field that treats ways to systematically capture, store, search, extract, analyze and
present information from large and complex data sets that can not be dealt by traditional
data-processing application software. Big data was originally associated with three key
concepts: volume, variety, and velocity.

Blockchain

An open, distributed, ledger that can record transactions between two parties efficiently
and in a verifiable and permanent way, using a list of records, called blocks, that are linked
using cryptography and resistant to modification of the data as each block contains a
cryptographic hash of the previous block, a timestamp, and transaction data.

Bot

Bots are software robots (agents) that automate a variety of tasks and used to execute
tasks, suggest actions, engage in dialogue, and promote social and cultural aspects of a
software project.

Cloud Computing

On-demand availability of computer system resources, especially data storage (=cloud
storage) and computing power, without direct active management by the user. The term
is generally used to describe data centers available to many users over the Internet.

Computer Vision

An interdisciplinary field that deals with how computers can gain high-level understanding
from digital images or videos and seeks to understand and automate tasks that the
human visual system can do and apply its theories and models to the construction of
systems that acquire, process, analyze and understand digital images.

Crowdsourcing

A sourcing model in which organizations (or individuals) obtain finances, goods and
services, including ideas and micro-tasks from a large, relatively open, and often rapidly
evolving group of participants. Currently, crowdsourcing typically involves using the
internet to attract and divide work between participants to achieve a cumulative result.

Customer An information system that allows a company to manage and analyze its interactions
Relationship with its customers in order to improve the company’s relationship with past, current and
Management (CRM)  potential customers

Cyber Security A branch of computer security, specifically related to the Internet and the World Wide

Web, that deals with protection of information systems and networks from theft of or
damage to their assets, including software or data, as well as from the disruption or
misdirection of the services they provide. The field of cybersecurity has substantially
evolved due to increased reliance of organizations on the Internet and the growth of
"smart" devices.

Data Analytics

A systematic computational analysis of data used for the discovery, interpretation,

and communication of meaningful patterns in data to describe, predict, and improve
business performance. It also entails applying data patterns towards effective decision
making. It relies on the simultaneous application of statistics, computer programming and
operations research to quantify performance.

Data Ethics Systemizing, defending, and recommending concepts of right and wrong conduct in
relation to structured or unstructured data, and personal data in particular. Data Ethics
is of increasing relevance as the quantity of data increases because of the scale of the
impact.

Deep Fake Synthetic media in which a person in an existing record, image or video is replaced with

someone else's likeness by leveraging powerful techniques (such as machine learning and
artificial intelligence) to manipulate or generate text, visual and audio content with a high
potential to deceive. Deep fakes have garnered widespread attention for their uses in fake
news, hoaxes (deliberately fabricated falsehoods) and financial fraud.
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Deep Learning

Deep learning is a machine learning method based on neural networks. Deep learning
architectures have been applied to fields such as computer vision, machine vision,
speech and audio recognition, natural language processing, social networks filtering,
bioinformatics, medical image analysis, where they have produced results comparable to
and in some cases surpassing human expert performance.

Denial of Service
(DoS)

Attacks that lock up computing services or network resources, typically by overloading
their capabilities, and block availability in a way that the authorized users is unable to use
the system whenever needed.

Digital/Virtual
Currency (E-cash)

Digital currency (virtual currency) is a balance or a record stored in a distributed database
on the Internet, within digital files or within a stored-value card. Examples of digital
currencies include cryptocurrencies, central bank digital currencies and e-Cash. Digital
currencies exhibit properties similar to other currencies, but do not have a physical form
of banknotes and coins. Not having a physical form, they allow for nearly instantaneous
transactions. Usually not issued by a governmental body, virtual currencies are not
considered a legal tender and they enable ownership transfer across governmental
borders.

Distributed Denial

Malicious attempt to disrupt normal traffic of a targeted server, service or network by

of Service (DDoS) overwhelming the target or its surrounding infrastructure by utilizing multiple compromised
computer systems as sources of attack to create a flood of Internet traffic
Drone An unmanned aerial system (UAS) that includes an unmanned aerial vehicle (UAV), a

ground-based controller, and a communication between the two. The flight of UAVs may
operate with various degrees of autonomy: either under remote control by a human
operator or autonomously by onboard computers.

Disaster Recovery

A set of consistent actions and procedures, organized in a documented comprehensive

Plan (DRP) process, to execute a disaster recovery processes of an organization's IT infrastructure in
the event of a natural, environmental or man-made disaster.

E E-Commecre The activity of electronically buying or selling of products or services over the Internet.
Electronic commerce draws on technologies such as mobile commerce, electronic funds
transfer (EFT), supply chain management, Internet marketing, inventory management
systems, and others.

Engagement Interaction between an external consumer/customer (either B2C or B2B) and an
organization through various online or offline channels. Online customer engagement is a
social phenomenon that constantly expends with the wide development of internet speed
and applications, connectivity and social media and is qualitatively different from offline
engagement.

Enterprize A suite of integrated business management applications and common databases that are

Relationship used to collect, store, manage, and interpret data from many business activities to track

Management (ERP) and manage business resources, such as cash, raw materials, production capacity as well
as the status of business commitments, such as: orders, purchase orders, and payroll.

F Fintech Technology and innovation that aim to compete with traditional financial methods in the
delivery of financial services while improving activities in finance.

Firewall A network security system that establishes a barrier between a trusted internal network and
untrusted external networks, such as the Internet, by monitoring and controlling incoming
and outgoing network traffic based on predetermined security rules.

G  GDPR(General A regulation in the European Union (EU) law on data protection and privacy. The GDPR's
Data Protection primary aim is to give control to individuals over their personal data and to simplify the
Regulation) regulatory environment for international business by unifying the regulation within the EU.

H

| Integrity (data) The assurance of the accuracy and consistency of data over its entire life-cycle.
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Internet of Things
(loT)

A system of interrelated computing and digital devices provided with unique identifiers
and with the ability to communicate and transfer data over a network without requiring
human intervention or interaction.
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Machine Learning

Use of computer algorithms, based on the application of mathematical models on sample
data, to make predictions or decisions without being explicitly programmed to do so and
to improve automatically through experience.

Malware

Any Malicious softwarethat is intentionally designed to secretly act against the interests of
computer users and cause damage to a computer, server, client, or computer network.

M-Commerce

The delivery of E-commerce capabilities using wireless technology and mobile capabilities
such as location-based services, barcode scanning, and push notifications.

Mobile Computing

Human-computer interaction using mobile devices (such as portable computers, tablets
and cellular phones) which allows for transmission of data, voice and video via mobile
networks.

Nano Technology

The particular technological goal of precisely manipulating atoms and molecules for
fabrication of macroscale products. The associated applications range from extensions of
conventional device physics to completely new approaches based upon molecular self-
assembly.

Natural language
Processing (NLP)

A subfield of linguistics, computer science, information engineering, and artificial intelligence
concerned with the interactions between computers and human (natural) languages and
designed to process and analyze large amounts of natural language data.

Networks

A group of computers and other devices that use a set of common communication
protocols over digital interconnections for the purpose of sharing resources located on
or provided by the network nodes. The interconnections between nodes are formed
from a broad spectrum of telecommunication network technologies, based on physically
wired, optical, and wireless radio-frequency methods that may be arranged in a variety of
network topologies.

Neural Networks

A network composed of artificial neurons or nodes that is inspired by the way biological neural
systems process data and used for solving artificial intelligence (Al) problems.

Phishing

The attempt to acquire sensitive information such as usernames, passwords, and other
personal information directly from users by deceiving the users. Phishing typically directs
users to enter details at a fake website whose "look and feel" are almost identical to the
legitimate one.

Privacy

The ability of an individual or group to seclude themselves or information about
themselves, and thereby express themselves selectively. The domain of privacy partially
overlaps with security, which can include the concepts of appropriate use, as well as
protection of information.

Quantum Computing

A new generation of computers that use quantum-mechanical phenomena such as
superposition and entanglement to perform computation. Quantum computers are
believed to be able to solve sophisticated computational problems, such as encryption,
substantially faster than classical computers and simulate things that are infeasible on any
classical computer.

Ransomware

A type of malware that threatens to u perpetually block access to the victim's data or
publish it unless a ransom is paid. Simple ransomware may lock the system in a way
which is not difficult for a knowledgeable person to reverse,. However, more advanced
malware uses a technique called cryptoviral extortion that encrypts the victim's files,
makes them inaccessible, and demands a ransom payment (ransom) to decrypt them.
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Robotics The field of designing and using intelligent machines (robots) that can be substitute for
humans and replicate human actions. Robots can be used in many situations and for
many purposes, but today many are used in manufacturing and logistic processes, in
dangerous environments, etc.

S  Software as a Service Web-based, on-demand, software, available via a licensing and delivery model in which

(Saas) the software is licensed on a subscription basis and is centrally hosted.

Search Engine A form of Internet marketing that involves the promotion of websites by increasing their
Marketing (SEM) visibility in search engine results pages, primarily through paid advertising.

Search Engine The process of increasing the quality and quantity of website traffic by increasing the

Optimization (SEO) visibility of a website or a web page to users of a web search engine.

Security Controls and procedures that are put in place to provide confidentiality, integrity and
availability and protect computer systems, networks and information from harm, theft
and unauthorized use as well as from the disruption or misdirection of the services they

provide.
Social Media/ Websites that provide a space for interaction to facilitate the building of a social
Network relationships among people and the creation and sharing of information, ideas, interests

and other forms of expression via virtual communities and networks. The success of
social networking services can be seen in their dominance in society today.

Spoofing The act of masquerading as a valid entity through falsification of data (such as an IP
address or username) in order to gain access to information or resources that one is
otherwise unauthorized to obtain.

U  User Interface/ The space where interactions between humans and computer systems occur, to allow
Experience (UI/UX) effective operation and control of the computer from the human end whilst the machine
simultaneously feeds back information that aids the users' decision-making process. User
experience (UX) is a person's emotions and attitudes about using a particular system or
service and includes the practical, experiential, affective, meaningful and valuable aspects
of human-computer interaction.

V  Virtual Private A private network that uses an encrypted layered tunneling protocol to securely operate
Network (VPN) across a public network and enable users to send and receive data across public
networks while benefiting from the functionality, security, and management of the private
network

Virtual Reality (VR) "A simulated experience that uses either virtual reality headsets or multi-projected
environments to generate realistic images, sounds and other sensations that simulate
a user's physical presence in a virtual environment. Distinct types of VR style technology
include augmented reality and mixed reality."

W Wearable Smart electronic devices that are worn close to the surface of the skin, where they
Technology/Devices  detect, analyze, and transmit information concerning body signals such or ambient data
and allow immediate biofeedback to the wearer. Wearable technology has a variety of
applications and commercial uses.

Web Services Services offered by servers that communicate with each other and with other electronic
devices over the Internet. Web services commonly provide Web-based interface to
database servers and a user interface to the end-user.
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